BO GD&PT CONG HOA XA HOI CHU NGHTA VIET NAM
Truwong dai hoc SPKT Poc lap — Tw do — Hanh phuc
Khoa: CNTT ok ke

Chuong trinh Gido duc dai hoc

Nganh dao tao: Céng nghé thongtin  trinh dé dao tao: Dai hoc
Chuong trinh dao tao: Céng nghé thdng tin

Pé cuong chi tiét hoc phan
1. Tén hoc phan: An Ninh Mang Ma hoc phan: NSEC430880
2. Tén tiéng Anh: Networks Security
3.S6tinchi: 3
Phan b6 thoi gian: 3(2:1:6)

4. Cac giang vién phu trach hoc phan

1/ GV phu trach chinh: ThS. Huynh Nguyén Chinh

2/ Danh sach giang vién cung GD:

2.1/ ThS. Nguyén Ding Quang

5. Biéu kién tham gia hoc tap hoc phan

Mén hoc trwdc: Mang may tinh can ban, Mang may tinh nang cao

Mon hoc tién quyét: khéng
6. M6 ta tom tat hoc phan (Cour se description)

Mon hoc nay cung cép kién thirc vé nguyén |y cla cac ky thuat an ninh mang; kién thirc vé cac ky
thuat, céng cu phan tich cac 16 héng trong hé théng mang; céc k§ thuat bao mat ha ting mang nhu
Firewdll, IDS/IPS; céc k¥ thuét trong bao mat (r’ng dung: remote access security, web security, Email
security, buffer overflow.

7. Muc tiéu hoc phan(Cour se objective)

Muc tiéu Mo ta Chuén dau ra
(Goals) (Goal description) CTbT
(Hoc phan nay trang bi cho sinh vién:)
G1 Kién thirc vé céc ky thuat an ninh mang may tinh. 1213
G2 Kha nang phan tich va hién thyc cac giai giai phap an ninh may 21,22
tinh
G3 K§ nang lam viéc nhom, vathuyét trinh bang miéng 31,32
G4 Kha nang van dung kién thirc vé& an ninh mang dé giai quyét van | 4.4, 45
dé trong thuc té.

8. Chuan dau ra clia hoc phan
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Muc Chuan Mo ta Chuan
tiéu | daura (Sau khi hoc xong mon hoc ndy, nguoi hoc co thé:) dau ra
hoc phan CDIO
Gl1 Trinh bay dwgc nguyén nhan tan cong mang may tinh 12
G1.2 Phan loai va trinh bay dugc dic diém co ban céc 16 héng trong hé 1.2
thong mang
Gl3 Trinh bay duoc cac nhom gidi phap sir dung dé phat hién v a phong 13
chéng xam nhap mang
Gl4 Trinh bay dwoc vai tro cila mahoadi liéu trong an toan théng tin va 14
truyén tin trén mang; diém va thuat toan clia mot s6 giao thirc ma
Gl hoé ph6 bién
Gl5 Trinh bay dwoc vai tro clia cac cong cu giam sat ctia hé théng mang 15
phan tich cac 16 héng & tang tng dung
Gl1.6 Trinh bay dugc cac dic diém chinh clia cac cong cu phan tich 16 16
hong trong cac thiét bi va giao thirc mang
Gl1L7 Trinh bay dwgc dac diém va co ché hoat dong cua Firewall, VPN, 17
NAT, IDS/IPS
G2.1 Cai dét va cau hinh c&c ACL, Firewall, IDS/IPS, 2.1
G2
G2.2 Cai dat va cdu hinh duoc cac cong cu phan tich 16 hdng mang 2.2
3 G3.1 Lam viéc hiéu qua trong mét nhom 3.1
G3.2 Trinh bay trwéc dam dong st dung phuwong tién trinh chiéu 3.6
G4.1 Panh gia va lva chon giai phap an ninh mang phu hgp cho cac mang 4.1
thuc té
G4 G4.2 Xay dung giai phap an ninh va x ly cac 16i trong qua trinh cai dt 4.2
vacau hinh

9. Tai liéu hoc tap

- S&ch, gido trinh chinh: Gido trinh An Ninh Mang ctia khoa CNTT — BH SPKT Tp.HCM

- S&ch tham khdo:
e Steve Manzuik, Ken Pfeil, Andre, ’Network Security Assessment ™, Syngress, 2007.
e Ne Daswani, Christoph Kern, Anita Kesavan, “Foundation of Security”, Apress,

2007.

e Justin Clarke, Nittesh Dhanjani,””Network security Tools”, O’Reilly, 2005
e Anne Henmi, Mark Lucas, Abhishek Singh, Chris Cantrell, “Firewall Policies and

VPN Configurations”™, Syngress, 2006
9. Nhiém vu ctia sinh vién

- D 16p: t6i thi€u 80 % sd tiét giang
- Bai tap: phai hoan thanh 100% bai tap thuc hanh vabai tap vé nhado GV giao
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10. Ty |é Phan tram céac thanh phan diém va cac loai hinh danh gia sinh vién : (14
- Thang diém: 10
- K& hoach kiém tra nhuv sau:
Hinh Congcu KT | Chuan | Tilé
thirc N6i dung Thoi diém daura | (%)
KT KT
Bai tap 30
Céc k¥ thuat mahéa Tuan 3 Bai tap nho Gl1 5
BT#1 L
trén lop
BT Cai dat phan mém phan tich 16 héng Tuan 5 Bai tap nho G2.1 5
trén 16p G2.2
Cai dat firewadl Tuan 6 Bai tap nho G2.1 5
BT#3 trén [6p G2.2
BT#4 Cai dat IDS/IPS Tuan 10 Bai tap nho G2.1 5
trén 16p G2.2
BT#5 Minh hoa tiring budc phrrong phap khai thac | Tuan 11 Bai tap nho Gl1 5
10 hdng ha ting mang trén l6p
BT#6 Minh hoa tirng budc phwong phap khai thac | Tuan 13 Bai tap nho Gl1 5
10 hdng (rng dung trén l6p
Bai tap 1on (Project) 10
Nhém sinh vién tir 2-3 ngwoi chon 1 trong Tuan 5 Péanhgiasan | G3.1 10
céc bai tap pham G2.1
BL#1 | Giai phap an ninh cho ha ting mang G2.2
Gidi phap an ninh dich vu mang G4.1
G4.2
Tiéu luan - Béo céo 10
M6i nhom sinh vién tir 2-3 ngudi chon 1 Tuan 10-15 | Tiéuluan- | G3.2
trong céac dé tai dé tim hiéu vatrinh bay béo B&o cdo
céo:
Pé tai: Thiét ké giai phap an ninh cho hé
théng mang theo yéu cau (giao vién cho
tinh hu6ng)
Thi cudi ky 50
- Noi dung bao quat tat ca cac chuan dau ra Thi tw luan Gl1
quan trong ctia mon hoc. G1.2
- Thoi gian lam bai t6i thi€u 60 pht. Gl.4
Gl4
G15
Gl.6
Gl1.7
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G2.1
G2.2
G4.1
G4.2

14. K& hoach thuc hién (Noi dung chi tiét) hoc phan theo tuan (15)

Chuéan dau ra

Tuan Noi dung A
hoc phan

Chuong 1: Tong quan vé bado mat mang (6/0/12)
A/Cac ndi dung GD chinh trén |&p: (6)
Noi dung GD ly thuyét: Gl1
+ Tong quan vé bao mat mang may tinh G12
+ Phan loai cac 16 héng bao mat
+ Céc kiéu tdn cong mang

1-2 + Cé&c gidi phap phéat hién va phong chdng tdn cong mang
- PPGD chinh:
+ Thuyét trinh
+ Trinh chiéu Powerpoint
B/Céac ndi dung can tv hoc & nha: (12) Gl.1
+ Cé&c cudc tan cong mang may tinh 16n trong lich st v acéc Gl.2
gidi phap han ché miéc dd nguy hai cla cac loai tan cong nay +
cac ndi dung lién quan dén bai hoc
Chuong 2: Cryptography - Ma héa (6/0/12)
A/Cac ndi dung hoc tap chinh trén &p: Gl4
Noi dung GD ly thuyét:
+ Can ban vé ma hda
+ M0t s6 kY thuat mahoa

34 PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh
B/Cac ndi dung can tv hoc & nha (12): Gl4
+ U'ng dung cua cac k¥ thuat mahéatrong cac ring dung trén
mang
Chuong 3: Cac cong cu phan tich, danh gia an ninh
mang — Network security analysistools

5.7 A/Cac ndi dung hoc tap chinh trén |6p: G15
NoOi dung GD ly thuyét: G1.6

+ Port and connection monitoring
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+ Port scanning

+ Network sniffing

+ Vulnerability scanning
PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau

B/Céac noi dung can tu hoc & nha (18):
+ Doc thém: céc ndi dung lién quan

Gl15
Gl1.6

8-10

Chuwong 4: Bdo mat ha tang mang - Infrastructure
security(9/0/18)

A/Cé&c ndi dung hoc tap chinh trén |6p:
Noi dung GD ly thuyét:
+ Gigi thiéu

+ Firewall

+ VPN

+VLAN

+ NAT

+ IDS/IPS

+ Network security policy
PPGD chinh:

+ Trinh chiéu Powerpoint
+ Thuyét trinh

+Lam mau

Gl1.7

B/Céc ndi dung can t hoc & nha (18):
+ Ung dung cac k{ thuat bdo mat v ao cac thanh phan trong hé
thong mang

G1.7

11-12

Chuong 5: Hé thong phat hién va phong ch6ng xam
nhap(6/0/12)

A/ Céc ndi dung hoc tap chinh trén 16p:
Noi dung GD ly thuyét:

+Vai tro clia IDS/IPS trong hé thong mang
+ Pac diém cda IDS/IPS

+ Nguyén tic hoat dong ctia IDS/IPS

+ Khao sat mot s6 IDS/IPS pho bién

+ IDS/IPS dva vao nguén mé

- PPGD chinh:

Gl.7
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+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau

B/Cac noi dung can tu hoc & nha (12): G1.7
+ Doc thém: c&c ndi dung lién quan
13 Thye hanh tai phong may (0/3/6)
A/Céc ndi dung hoc tép chinh trén |Gp: G2.1
+ Cai dat IDS/IPS mangudn mé& G2.2
+ Thuc hién tan cong va phan tich cach phong chéng dua vao
IDS/IPS
- PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau
B/Céc noi dung can tu hoc & nha (6):
+ Boc thém: cac ndi dung lién quan
14 Chuong 6: An ninh rng dung - Application Security
(3/0/6)
A/ Cac ndi dung hoc tap chinh trén 16p: G1.6
Noi dung GD ly thuyét:
+ Remote access security
+ Web security
+ Email security
+ Buffer overflow
PPGD chinh:
+ Trinh chiéu Powerpoint
+ Thuyét trinh
+ Lam mau
B/Céac noi dung can tu hoc & nha (6): G1.6
+ Doc thém: c&c ndi dung lién quan
Thuc hanh tai phong may (0/3/6)
A/ Cac ndi dung hoc tap chinh trén lop: G2.1
+ Remote access security G2.2

15

+ Web security

+ Email security
+ Buffer overflow
PPGD chinh:
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+ Trinh chiéu Powerpoint
+ Thuyét trinh

+ Lam mau
B/Céac noi dung can tu hoc & nha (6): G2.1
+ Doc thém: c&c ndi dung lién quan G2.2

14. Bao dirc khoa hoc:
+ Céc bai lam bai tap, bai dich tir internet néu bi phat hién la sao chép ctia nhau 8 bi trir

100% diém qua

trinh, néu & mic dd nghiém trong (cho nhiéu nguoi chép- 3 ngudi gidng nhau tré

[én) & bi cdm thi cudi ky c& ngudi st dung bai chép vangudi cho chép bai.

+ SV khong hoan thanh nhi ém vu (muc 9) thi bi cdm thi vabi dé nghi ky luat truéc toan

truong

+ Sinh vién thi ho thi cd 2 nguoi — thi hd vanho thi ho sé bi dinh chi hoc tap hoac bi dudi hoc

14. Ngay phéd

uyeét:

15. Cap phéduyét:

Trudng Khoa

Trudng BO MON Nhém Bién soan

Cap nhatlan 1

Nguoi Céap nhat

T6 truedng bd mon

Cap nhatlan 2

Nguoi Cap nhéat

T6 truedng bd mon
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